INTRODUCTION
The dangers of drunk driving have been well known since before the invention of the automobile. As early as the 1800's, railroads enjoined their employees from drinking while on duty.
1 With the advent of the automobile and its proliferation, driving while under the influence (abbreviated DUI or DWI, variously) has become a deadly problem everywhere. 2 In the United
States, over 1.46 million drivers, or 1 out of every 139 licensed drivers, were arrested in 2006 for driving under the influence of alcohol or narcotics. 3 If an arrest results in a trial, then the state must necessarily produce evidence "beyond a reasonable doubt" that the suspect was intoxicated in order to prove its case, and so what is needed is an easy, reliable, and inarguable means of proving intoxication.
So how does a state prove the fact and degree of intoxication?
When DUI laws first were enacted, producing evidence of intoxication was problematic.
If no one witnessed the suspect drinking, evidence came primarily in the form of the arresting officer's testimony about the suspect's appearance and condition. Such evidence carried a lot of weight, but was necessarily subjective and thus more susceptible to challenge. Police departments developed field sobriety tests (FSTs) as an early attempt to convert these subjective perceptions into objective evidence, but the accuracy and validity of these ad hoc procedures
Another inconvenience of both blood tests and urinalysis is that the collection of samples and the determination of BAC are separate processes; the samples obtained from the arrested party produce BAC measures only at a later time and in a laboratory setting. An ideal test would be one which an officer could administer easily and conveniently, and one in which the determination of BAC could occur during or soon after the test itself.
In In its initial incarnation the Breathalyzer also had a strong subjective element; the officer working the machine was required to judge how dark a particular color was in order to assign a BrAC level. 13 The Brethalyzer inventor himself intended that the device serve only to support other primary evidence, stating, "When the Breathalyzer was developed, the notion was that breath tests were to be used as corroborative evidence. I have a great deal of difficulty in going along with the idea that we hang our hats on the measure of alcohol in the blood when we don't 11 Some of the factors at play are detailed in Section Three of this report. 12 A.W. Jones, "Physiological Aspects of Breath-Alcohol Measurements," 6 Alcohol Drugs Driving 1-25 (1990). 13 Some defense attorneys called the Breathalyzer 'Dial-a-Drunk' because " [t] he cop can give you any reading he wants by simply turning a balance wheel." Defense attorney Francis Moore, quoted in the article "Drunken Driving Statutes Criticized," by Jay Romano, NY Times, March 11, 1990. have any measure of behavior." 14 Nonetheless, the Breathalyzer became the "ideal" test in that police officers could, for the first time, assign a measure of intoxication to a suspect on the spot.
Breathalyzer evidence quickly became the centerpiece of almost every DUI case, and it is no exaggeration to say that the Breathalyzer and its descendants completely revolutionized the prosecution of DUI offenses.
One of the newest breath alcohol analyzers is the Alcotest 7110 MK III-C, made by
Draeger AG & Co. The Alcotest is the subject of this report. New Jersey has recently adopted the Alcotest as the breath alcohol analysis device of choice in the state. The Alcotest is designed to completely remove all subjectivity on the part of the officer from the determination of blood alcohol concentration. However, the Alcotest machine and the process by which it has been adopted raise the following novel issues:
• In New Jersey, the Alcotest device has been adopted to the exclusion of all other devices. The Alcotest is now the only breath alcohol analyzer of record in the state.
•
The Alcotest device is now 'immunized' from challenge and from outside testing, and doubly so: a. By New Jersey's contract with Draeger, which allows Draeger to prohibit any entity other than the state from purchasing the Alcotest, and b. By the decision in State v. Chun, which acknowledges Draeger's intellectual property rights to the source code of the Alcotest, thus preventing any outside entity from determining how the machine works.
• Measurement devices like the Alcotest are inherently inexact, not because of oversights or poor design but because any measurement carries with it measurement errors. Sources of error for previous machines were reasonably well investigated, documented, and understood. The Alcotest, while new and theoretically better than previous designs, is also subject to measurement error, but because of the Alcotest's immunity to challenge, those sources of error are currently not subject to investigation by scientists, let alone litigants.
The last point-that a consequential and relatively ubiquitous scientific instrument is unavailable for scientific purposes, under any circumstances-is more than a theoretical issue. wanted to become properly trained in its operation to help attorneys and the public better understand how breath alcohol analysis works and how it relates to blood alcohol concentrations.
After multiple inquiries by e-mail and phone, Dr. Snow was finally referred to Hansueli Ryser, one of the company's vice presidents, based in Texas. Mr Ryser's initial response to Dr.
Snow's request was the following:
As a matter of corporate policy, Draeger Safety Diagnostics, Inc. does not supply instruments, technical information or any other written materials pertaining to such instruments to the general public. Consequently, we are unable to comply with your request.
Dr. Snow followed up on Mr. Ryser's initial rejection. Part of their e-mail exchange appears below. Dr. Snow's comments appear first, and Ryser's replies follow in italics.
S: Thank you for trading emails with me regarding the Alcotest instrument. As I understand, we would need to obtain approval from the State of New Jersey in order to purchase a unit. The hallmark of the scientific process is testing and peer review. As matters now stand, it is impossible to test and review the Alcotest in the courts, and Dr. Snow's experiences show that it is further exempted from testing and review in the scientific community.
This report investigates the process by which the Alcotest was adopted; the extent to which it is immune from testing; the reason that such immunization is dangerous in light of the science of breathalyzers in general and the Alcotest in particular; and, finally, the legal consequences of admission of evidence that cannot be tested either in general or in this particular case. Because science lies at the core of the legal issues surrounding the use of the Alcotest, Part
Two of this report describes the science behind blood alcohol tests in general and the Alcotest in particular. Part Three considers the circumstances and the Special Master's decision of State v.
Chun. Finally, the report's conclusion addresses the legal consequences of the aforementioned testing prohibitions upon the use of the device in litigation.
PART II: BLOOD ALCOHOL TESTING
The use of breath alcohol concentration (BrAC) to estimate blood alcohol concentration (BAC) is based on Henry's Law, which states that, at equilibrium, the concentration of a volatile substance dissolved in a liquid (in this case ethanol in blood) is directly proportional to the concentration of the volatile substance in the air (ethanol in the breath) above the liquid.
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In other words, the concentration of alcohol in the blood produces a corresponding concentration of alcohol in the air in an individual's lungs.
The rate at which alcohol will partition from the blood into the breath depends on both the concentration of alcohol in the blood and the ambient temperature.
18
The higher the temperature, the more alcohol will partition from the blood into the breath. 19 Theoretically, when temperature and concentration of alcohol are constant, a state of equilibrium will result in which the amounts of alcohol in air and liquid will be static.
20
The ratio between BAC and BrAC, sometimes referred to as the "blood-breath ratio" The assumptions behind using breath alcohol testing to determine BAC are: (1) that the amount of alcohol present in the sample provided for the machine represents some equilibrium between the amount of alcohol in the expired breath sample and that in the blood; 27 (2) the equilibrium is theoretically present in "deep lung" or alveolar air; and (3) Historically, gas exchange was believed to occur only at the arteriole-alveolar boundary. 37 Currently, breath alcohol testing is based on the belief that alcohol concentration in alveolar or "deep lung" air is representative of arterial blood alcohol concentration. 38 This is based on assuming: (1) the relationship between the blood alcohol concentration and breath alcohol concentration can be described by the blood-breath ratio or partition coefficient; (2) the alcohol concentration in alveolar air remains unchanged as the air transits through the respiratory tree; and (3) once the anatomic dead space (the area of the respiratory tree where no gas exchange between blood and air takes place) of the trachea and upper airways is cleared, alcohol concentration in the expired air is constant.
39
However, as a person breathes, the air taken in passes through the nose and/or mouth and into the trachea or windpipe, the surface of which is covered with a watery mucous. 40 As the inspired air comes into contact with the mucosal surface, gas exchange between the surface of the bronchioles and the inspired air may take place. 41 This exchange, though governed by the same laws and analyzed with the same equations as the gas exchange that takes place between inspired air and blood, occurs between the inspired air and a substance other than blood, namely the watery mucous that lines the respiratory tract.
42
Like the equilibrium between blood and the air above it for ethanol, a similar equilibrium exists for ethanol between the blood in the bronchiole circulation and the watery mucosal layer and still another equilibrium exists for mucosal surface and inspired air. 43 As inspired air passes over the mucosal surface, it picks up alcohol and, by the time the inspired air reaches the alveolar space, it is capable of absorbing only a small amount of additional alcohol. 44 Upon expiration, the reverse occurs: alcohol accumulated in the inspired air partitions back to the airway mucosa.
45
So, what does it matter where the alcohol comes from? Due to changes in temperature and humidity, the resultant alcohol concentration in the breath from the exchange at the mucous layer would underestimate the corresponding blood alcohol concentration to be less than that actually in the blood. This potential underestimation of BAC phenomenon results from a fundamental flaw in the assumptions underlying the design of breath alcohol testing apparatus and allows breath alcohol testing to be subject to variability (or even manipulation) through changes in breathing. 46 place. 60 As the flow of air or breath reverses, the warmer more humid air is cooled, water condenses on the mucosal surface and the ethanol equilibrium reverses. 61 Ethanol in the air then partitions into the water of the mucosal surface.
62
Alcohol uptake from, and deposition on, the mucosal surface varies as air moves through the respiratory tract with areas of greater and lesser ethanol exchange. The trachea and upper airways are the areas of greatest alcohol uptake and deposition. 63 Because of the bimodal nature of the ethanol uptake-deposition profile when viewed as a function of position in the respiratory tract, the ethanol delivered to a breath alcohol testing device has been delivered into the breath sample from the trachea and upper airways, not the alveolar space.
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Are changes in breath alcohol concentration because of changes in breathing patterns observational proof of the new paradigm? In the analysis of the software for the Alcotest, the Special Master's Report makes note of, and accepts, the "black box" testing that was conducted. 65 The "black box" technique essentially assumes that, for a given input, if the expected outcome is observed, then the system is functioning properly. Applying this approach to the evaluation of gas exchange phenomena, since the expected outcomes from alterations in breathing pattern are obtained, i.e. decreases in BrAC with hyperventilation and increases BrAC with deep slow breathing immediately preceding sampling, then the gas exchange paradigm cannot be one that assumes a constant and unchanged alveolar concentration but rather one that explains the changes by allowing for additional gas exchange to occur after the air has left the alveolar space. 
B. Body Temperature
A small difference in body temperature can make a big difference with respect to the guilt or innocence of DUI defendants when the BAC is close to the legal limit. 66 The widely used blood-to-air partition ratio for ethanol of 2100:1 is based on a normal body temperature of 98.6 0 F. 67 A higher body temperature will result in an overestimate of the actual BAC because of the higher volatility of compounds like ethanol at higher temperatures. 68 Jersey the minimum volume is decreased to 1.2 liters for females over 60. 79 The ethanol concentration of a given breath is not uniform throughout the entire period of exhalation. 80 The concentration of alcohol in expired breath increases over the course of expiration; the slope of the increase is very steep (nearly vertical) at first, then it begins to become shallower, but never actually "levels off" or plateaus. 81 As soon as air from the test subject begins to enter the IR chamber the alcohol content measured by the device begins to increase. The absorption of infrared light can be used to determine the concentration of a given sample by following, if in this case the somewhat ironically named, Beer's Law. 94 The amount of light transmitted (% transmittance) through the sample from the source to the receiver declines logarithmically as concentration increases, meaning that the amount of infrared light that is absorbed increases as concentration increases. 95 By knowing the infrared fingerprint of ethanol and measuring the amount of infrared energy absorbed at one or more of those wavelengths by a given sample of breath, one can determine the concentration of ethanol in that sample.
96
However, while molecules have unique IR fingerprint absorption spectra, those spectra are complex and are often comprised of multiple absorption peaks. 97 For example, ethanol has strong characteristic absorption peaks at 3 and approximately 3.4 micrometers, a broad peak at about 7, two sharp peaks at approximately 9.1 and 9.5 and another at about 11.2 micrometers.
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Thus, molecules and their absorption spectra are comprised of smaller units of atoms called functional groups, each with its own absorption characteristics. 99 Only when the constituent absorption spectra are combined and viewed hierarchically at the "whole molecule" level does the characteristic fingerprint spectrum become evident. Thus, focusing on absorption in only one wavelength may decrease the specificity of the analysis. infrared light source. When a breath containing alcohol is introduced into the chamber some of the infrared light is absorbed by the alcohol molecules and therefore does not reach the detector.
A comparison between the pre-sample infrared transmission and the infrared transmission with the sample indicates that a lesser amount of infrared light reaches the detector with the sample present. The Alcotest equates the quantitative difference in the amount of infrared light reaching the detector to a blood alcohol concentration and a printed result is provided.
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B. Electrochemical fuel cell measurement
In addition to the infrared detection system, the Alcotest also contains a fuel cell that produces an electric current when exposed to alcohol. 102 Electrochemical fuel cell sensors measure the amount of electric current (free electrons) produced when ethanol is oxidized to acetaldehyde producing a current directly proportional to the amount of alcohol present. 103 Fuel cells are comprised of two platinum electrodes separated by an electrolyte. 104 The electrodeelectrolyte assembly is enclosed in an airtight case in which there is an intake port to expose the electrodes to a portion of the breath sample. 105 The platinum electrodes will oxidize any alcohol present in the breath sample and produce an electric current. 106 A microprocessor then measures the electric current, which can be correlated with concentration of ethanol in the breath sample. 113 Theoretically, this allows the Alcotest to internally validate its own findings by comparing the alcohol concentration determined by the infrared absorption method with that of the fuel cell oxidation method. 114 Despite the presence of the two distinct technologies, which are advertised as working independently and thus providing a mutual check on each other, the Alcotest does not utilize two independent measurement techniques. In short, the way the two "distinct" measurements are calculated are functions of each other, rendering the "independent" measurements anything but independent.
Specifically, the fuel cell measurement is a dependent function of the infrared determination. 115 A problem inherent with fuel cell technology is "drift." This phenomenon can be described as a slowing of the reaction rate of the fuel cell over time. 116 The result is a lengthening of the time required for a full measurement of the alcohol present in a given sample.
Because the time during which the Alcotest test results are collected may be shorter than the time required for the fuel cell to fully measure the alcohol present, a portion of the fuel cell result may be truncated, resulting potentially in an underreporting of the amount of alcohol present.
In order to compensate for the fuel cell drift, Draeger utilizes an algorithm where the fuel cell reading is compared to, and calibrated with, an infrared determination of alcohol content of sample of known concentration. 118 Fuel cells measure the amount of electric current generated over time, the results are reported as a curve where the amount of current produced is reported over time and the area under the resultant curve represents the total amount of electricity generated. 119 The area under the curve is used to determine the amount of alcohol present in the sample. 120 As the fuel cell ages, the rate of response slows and, although the total amount of electricity generated does not change, the time necessary for the full reaction does increase. This leads to a potential omission of portion of the generated fuel cell data if the data collection period of the device is less than that required for a complete fuel cell response.
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Draeger has included an algorithm in the Alcotest software to compensate for the fuel cell drift. 122 The compensatory algorithm is notable in that, rather than attempting to estimate or extrapolate the portion of the fuel cell results not included in the sample period based on rates of reactions and slope of the curve, the algorithm merely increases the fuel cell result by up to 25% of the difference between the infrared and electrochemical readings. 123 Rather than preserving the independence of the fuel cell result, even if some portion of the result was estimated, this algorithm potentially subordinates the fuel cell result to the infrared reading and thus makes it a dependent measurement potentially eliminating the purported ability of the Alcotest to control for interferents. operates a motor vehicle with a blood alcohol concentration of 0.08%" or more by weight of alcohol in the defendant's blood is guilty of DUI. 126 Their case rested on three main challenges:
1. The "first set of challenges related to how [Alcotest] measures a suspect's blood alcohol concentration." These challenges are discussed above in Part Two.
2. "The next set of challenges related to the Alcotest's programming and source code."
These challenges are addressed in this section. The New Jersey Superior Court, Law Division, consolidated the claims challenging the admissibility of the blood-alcohol test results produced by the Alcotest. 128 Subsequently, the State moved to have the Alcotest results admitted into evidence without the need for expert testimony pursuant to State v. Foley, 129 in which the court ruled that the Alcotest was scientifically reliable. 130 The State's motion, however, was denied. 131 The Judge found that, because the Alcotest was a novel scientific instrument, 132 which neither an appellate court nor the New Jersey Supreme Court had ever vetted; its scientific reliability remained a justiciable issue.
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The State appealed the decision of the Superior Court, and the Appellate Division granted the appeal and remanded the matter back to the trial court for a hearing regarding the admissibility of the claimants' Alcotest results. In order to accomplish this objective, the Supreme Court assigned the case to a Special Master, retired Appellate Judge Michael P. King, to assist in determining the reliability of the Alcotest. 137 The Special Master issued a discovery order asking the State to provide technical information concerning the Alcotest in addition to making several of the machines available to both the defendants and the New Jersey State Bar Association. 138 Thereafter, a dispute arose regarding disclosure of the Alcotest software.
139
132 Calling the Alcotest a "novel scientific instrument" means that any analysis presented using data from the Alcotest should be open to the same discovery as that from other "novel scientific instruments." This makes breath alcohol testing fundamentally no different from drug testing and should be treated as such. 133 Chun, 194 The challenge to the Alcotest's programming and source code introduced an interesting, but not uncommon, twist. When New Jersey had contracted with Draeger for the Alcotest, Draeger had successfully lobbied to have the source code declared a trade secret and consequently New Jersey had purchased a "black box": the machines could be purchased by the state and utilized by law enforcement, but no one outside of Draeger was permitted to know exactly how they worked. Indeed, no one was permitted to try to ascertain how they worked; in the language of Draeger's contract, no one could "reverse engineer, decompile or disassemble the Firmware/Software or otherwise attempt to derive source codes from the Firmware/Software, nor shall Licensee allow any other entity to do so." 140 Certainly such language is not unusual or exceptional when trade secrets are involved, and, indeed, a few other states have similar contracts involving breathalyzer-type machines. 141 However, the twist this contract introduced became apparent during the discovery phase of the proceedings. The State, the party of the case, did not have the source code that defense counsel requested, and the party that did have the source code, Draeger, had effectively been immunized from providing it.
Draeger objected to the discovery request and its intellectual property counsel prepared a proposed protective order for the Court. Draeger's proposal included a request for indemnification from defense counsel. 142 Upon the defense's objection, Draeger offered to allow the Special Master to view the source code during an in camera session provided there would be no testimonial record, and all material would be returned after inspection. objected, as the purpose of the discovery request was to have an independent expert review and test it.
144
A number of subsequent protective orders were devised by defense and the State, all of which were deemed insufficient by Draeger; details of these efforts can be found in the Special
Master's report. 145 An extended excerpt from the Special Master's report, included below, illustrates Draeger's position.
For example, Draeger contended: it should be provided with the identity of experts who would be given the marked information in discovery; it should not have to appear before the Special Master at a hearing to demonstrate irreparable harm; it should be allowed to demonstrate its intellectual property rights or prove its need for injunctive relief in a forum other than before Judge King; and it should not be forced to comply with an order essentially based upon a proposal by defendants who did not have any trade secrets or proprietary information to be protected.
Draeger also advised the Special Master and the State that it "recently" had adopted a "new policy" regarding confidential disclosure of the Alcotest 7110's source codes and other trade secrets to those individuals, including parties involved in the Chun litigation, who accepted the following conditions: (1) individuals who agreed to sign appropriate non-disclosure and confidentiality agreements prepared by Draeger; (2) individuals who agreed to review the information in a room at Draeger's offices in Durango, Colorado; (3) individuals who agreed to allow a Draeger representative to be present in the room when they reviewed the information; and (4) individuals who agreed not to take photographs, make copies by writing or other means, or make any recordings of the information. To maintain its "non-party status," Draeger again declined the Special Master's offer to meet with him or participate in any conferences. 
Source Code Findings
We sketch here the findings of the respective findings of the independent software experts regarding the Alcotest source code. Source code is the set of "instructions followed by the computing device in processing information." 155 Quite literally, the source code tells the device what to do, governing every step of the machine's function from start to finish.
Defendant access to source code of breath alcohol testing is of particular importance because the analysis may result in a per se violation of the law. 156 As noted previously, however, states are not generally able to provide the source code to defendants, since in purchasing or leasing the devices they do not obtain ownership of the source code and are therefore unable to provide it at discovery. 157 Likewise, defendant attempts to gain access to the code from the manufacturer by code has 81 modules with a cyclomatic complexity in excess of 10, and three modules with indices in excess of 100. 167 Next, SysTest identified a "buffer overflow" error within the code. This error could occur in circumstances when a third breath sample is required (two are typically taken), and would causes a reported breath test result to be invalidated. 168 SysTest does not further analyze the issue, but maintains that the measured alcohol concentration values are correctly retained and reported in the Alcohol Influence Report (AIR). 169 As a final note, in order to conduct its analysis, SysTest used a program developed "inhouse" by SysTest known as Model Finder Ex, 170 which, according to the testimony of a senior software quality engineer at SysTest, does not itself adhere to industry standards. 171 This creates the odd situation in which a program not adhering to software development standards is utilized to evaluate whether another program is likely to be accurate and reliable.
B. Base One's Evaluation of the Alcotest Source Code
Base One's evaluation of Alcotest source code uncovered 24 "major defects." The evaluation also revealed defects in three out of every five lines of code. 172 Among them, the nine that most impact test results are listed below: substitution of arbitrary data values when a routine failed; (6) the air flow readings were adjusted at the beginning of the measurement, causing defective measurements when the baseline value was corrupted; (7) the error detection logic failed to flag an error unless it occurred thirty-two times; (8) the heavy use of global variables failed to insulate software modules; and (9) the software instructions were out-of-phase with the continuously operating timer interrupt routine, which went off every 8.192 milliseconds.
173
Base One concluded that the problems with the Alcotest source code would take a year to correct, 174 expressed concern for the rights of those who are "not under the influence . . . [being] wrongfully accused and/or convicted," and, as mentioned before, recommended that "the Alcotest should be suspended from use until the software has been reviewed against an require approval before the device goes into use. 178 The ability to ensure that the machine is reapproved after new software update installments would be of tremendous benefit to defense attorneys. 179 While physical inspection of the machines is allowed in most states, a physical inspection will not detect what effects the new source code will produce; in short, non-disclosure of source code after updates essentially allows the machine's functionality to be altered with no recourse for defendants regarding the effect of the changes.
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If the AIR reports are indeed scientific reports, then the device must be made available for the scientific community to test, challenge, and corroborate-all the more so if the person designated to testify has no idea how the report was generated. In fact this point was recognized by the person designated by the State to investigate the Alcotest, the Special Master Michael P.
King. Taking into account the concerns of the defense and the shortcomings of the device that had been uncovered in the proceedings, the Special Master concluded his opinion by affirming that the Alcotest would be "presumed reliable in our courts but only if the terms expressed in the attached Addendum A are scrupulously followed by Draeger."
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Addendum A follows immediately, and condition (4) of the addendum reads as follows:
(4) Draeger agrees to sell to New Jersey attorneys and experts Alcotest 7110 MKIIIC units on the same terms as are in force with the State of New Jersey at the time the purchase was made with the then-current version of the New Jersey software. Draeger also agrees to offer training to the purchasers and the purchaser's employees in regard to use of the Alcotest 7110 MKIIIC on reasonable monetary terms and to warrant and service the instruments at the same rates as paid by the State of New Jersey. In the event that future software revisions take place, Draeger will facilitate upgrades of purchased Alcotest 7110 MKIIIC units to the then-currently available New Jersey software version. (Although Draeger understands that this entire agreement is subject to review and reasonable approval by the State of New Jersey, this power is clearly within the 178 
CONCLUSION
The legal issues in State v. Chun were many and complex, and they ranged from the use by law enforcement of proprietary products under strict nondisclosure agreements to the due process limitations on what might otherwise be a state's policy decisions for its criminal justice system. Chun obviously resolves state law issues for the State of New Jersey, but other jurisdictions may well make different policy choices if confronted with the same situation. In any event, the New Jersey Supreme Court cannot be the last word on the constitutionality of its foreclosure of individual defendants' challenge to the Alcotest in general or to the particular device used to measure their blood alcohol concentration. This Report does not try to address these questions but rather simply attempts to provide a scientific analysis, within the constraints entailed by the testing limitations imposed, for policy makers, courts, and litigants.
Finally, it is worth noting that the Alcotest, as with previous breath analyzers, "does not preserve the breath sample, so it is impossible to submit the sample for more sophisticated testing after the fact." 183 
